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INTRODUCTION:

THE DIGITAL
DIALOGUE OF
NETWORKS

Every time you send an
email, stream a video,
or browse a website, a
complex and highly
structured
conversation
place behind the
scenes. This
conversation is made
possible by a set of
rules known as
protocols used in
computer

takes

networking. Without
these protocols, the
billions of devices
connected to the
internet would be
unable to understand
one another, much like
speakers of different
languages trying to
communicate without a
common translator. In
essence, a network
protocol defines the
format, timing,
sequencing, and error
control of data
transmission. They are
the foundational
language of modern
communication,

ensuring that data
packets travel from
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UNDERSTANDMNGon

accurately and
efficiently.
Understanding the

protocols used in
computer
networking is not just
a technical curiosity—it
is essential for anyone
looking to grasp how
our interconnected
world functions, from
local area networks to
the global internet.

This article provides a
comprehensive
overview of the most

important network
protocols, their
purposes, and how

they work together to
create seamless digital
experiences. We will
explore the layered
architecture of
networking, delve into
key protocols at each
layer, and highlight the
roles they play in
everyday connectivity.

THE LAYERED
MODEL: OSI AND
TCP/IP

To appreciate the
protocols used in
computer
networking, one must
first understand the
conceptual models that
organize them. The
two most prominent
models are the OSI
(Open Systems
Interconnection) model
and the TCP/IP
(Transmission Control
Protocol/Internet
Protocol) model. Both
break network
communication into
layers, where each
layer handles a specific
set of functions and
uses protocols to
communicate with its
peer layer on another
device.
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The OSI

Model (7

Layers)

The OSI model is a
theoretical framework
that divides networking
into seven layers:
Physical, Data Link,
Network, Transport,
Session, Presentation,
and Application. Each
layer uses distinct
protocols used in
computer
networking to
perform its duties. For
example, the Network
layer uses IP (Internet
Protocol) for routing,
while the Transport
layer uses TCP or UDP
for reliable or fast
delivery. Although the
OSI model is not
directly implemented
in practice, it remains
an excellent teaching
tool.

The
TCP/IP
Model (4
Layers)

The TCP/IP model is the
practical framework
that underpins the
internet. It has four
layers: Network
Interface, Internet,
Transport, and
Application. Most
modern protocols
used in computer
networking align with
this model. The
Internet layer is
dominated by IP, the
Transport layer by TCP
and UDP, and the
Application layer by
protocols like HTTP,
FTP, and DNS.
Understanding these
layers provides a map
to navigate the vast



landscape of

networking protocols.

KEY PROTOCOLS
AT THE
APPLICATION
LAYER

The Application layer is
the closest to the end
user. These protocols
define how applications
interact with the
network to exchange
data. Here are the
most essential
protocols used in
computer

networking at this

HTTP and
HTTPS:
The

Web’'s

Backbone

Hypertext Transfer
Protocol (HTTP) is the
foundation of data
communication on the
World Wide Web. It
defines  how  web
browsers request
pages from servers
and how servers
respond. HTTP is a
stateless, request-
response protocol that
works over TCP. Its
secure counterpart,
HTTPS (HTTP Secure),
uses SSL/TLS
encryption to protect
data in transit. When
you see a lock icon in
your browser’s address
bar, HTTPS is at work.
These are arguably the
most frequently
encountered
protocols used in
computer
networking by

everyday internet
users.
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FTP and
SFTP: File
Transfer
Made
Easy

File Transfer Protocol
(FTP) is designed for
transferring files
between a client and a
server over a network.
It uses separate control
and data connections
(typically port 21 for
control and port 20 for
data). Due to security
vulnerabilities, FTP is
often replaced by SSH
File Transfer Protocol
(SFTP) or FTPS (FTP
over SSL). These
secure variants encrypt
both commands and
data, making them
vital protocols used
in computer

networking for
administrators who
manage remote
servers.

SMTP,
IMAP, and
POP3:
Email
Communi
cation

Email relies on a trio of
protocols. Simple Mail
Transfer Protocol
(SMTP) is used for
sending emails from a
client to a server and
between servers.
Internet Message
Access Protocol (IMAP)
and Post Office
Protocol version 3
(POP3) are used by
email clients to



retrieve messages
from a server. IMAP
allows managing

emails on the server,
while POP3 downloads
them to the local
device. Together, these
are fundamental
protocols used in
computer
networking for email
systems.

DNS: The
Internet’s

Phoneboo
k

Domain Name System
(DNS) is a critical
protocol that translates
human-friendly domain
names (like
www.example.com)
into IP addresses (like
192.0.2.1). Without
DNS, you would need
to remember numerical

addresses for every
website. DNS uses a
hierarchical,
distributed database
and typically runs over
UDP on port 53. It is
one of the most
essential protocols
used in computer
networking because
it powers almost every
other internet service.

DHCP:
Automati
cIP
Assighme
nt

Dynamic Host
Configuration Protocol
(DHCP) automatically
assigns IP addresses,
subnet masks, default
gateways, and other
network parameters to
devices when they
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connect to a network.
This eliminates the
need for manual
configuration. DHCP
operates over UDP and

uses a four-step
process (Discover,
Offer, Request,

Acknowledge). In any
modern local network,
DHCP is a workhorse
among protocols
used in computer
networking.

TRANSPORT LAYER
PROTOCOLS:
ENSURING
DELIVERY OR
SPEED

The Transport layer is
responsible for end-to-
end communication
between applications.
The two primary
protocols used in
computer

networking at this
layer are TCP and UDP.

TCP:
Reliable

and
Ordered

Transmission Control
Protocol (TCP) provides
reliable, ordered, and
error-checked delivery
of a stream of bytes
between applications.
It establishes a
connection using a
three-way handshake
(SYN, SYN-ACK, ACK)
and ensures that all
packets arrive at the
destination in the
correct order. If a
packet is lost, TCP
retransmits it. This
reliability makes TCP
ideal for applications
like web browsing
(HTTP), email (SMTP),
and file transfers (FTP).
However, TCP’s



overhead can
introduce latency.

UDP:
Lightweig
ht and
Fast

User Datagram
Protocol (UDP) is a
connectionless protocol
that sends datagrams
without establishing a
connection or
guaranteeing delivery.
It has minimal
overhead and low
latency, making it
suitable for real-time
applications like video
streaming, online
gaming, and VolP
(Voice over IP). UDP is
also used for DNS
queries and DHCP.
While less reliable than
TCP, its speed is
invaluable for certain

protocols used in
computer
networking where
occasional packet loss
is acceptable.

NETWORK LAYER
PROTOCOLS:
ROUTING AND
ADDRESSING

The Network layer
handles packet
forwarding, routing,
and logical addressing.
The most prominent
protocols here are IP
and its related routing
protocols.

IPv4 and
IPv6: The
Addressin

g
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Schemes

Internet Protocol
version 4 (IPv4) uses
32-bit addresses and
has been the backbone
of the internet for
decades. However, the
exhaustion of IPv4
addresses led to the
development of IPv6,
which uses 128-bit
addresses. IPv6 offers
a vastly larger address
space, built-in security
(IPsec), and improved
efficiency. Both are
fundamental
protocols used in
computer
networking for
identifying devices on
a network and enabling
packet routing.

|ICMP:
Error

Reporting
and
Diagnosti
CS

Internet Control
Message Protocol
(ICMP) is used for error
reporting and network
diagnostics. Tools like
ping and traceroute
rely on ICMP messages
to test connectivity and
trace the path packets
take. ICMP is not used
for transporting data
but is essential for
managing and
troubleshooting
protocols used in
computer
networking.

Routing



10

Protocols:
BGP,
OSPF,

and RIP

Routing protocols
determine the best
paths for data to travel
across networks.
Border Gateway
Protocol (BGP) is the
core routing protocol of
the internet, used
between autonomous
systems. Open
Shortest Path First
(OSPF) and Routing
Information Protocol

(RIP) are interior
gateway protocols
used within an

organization’s network.
These dynamic routing
protocols used in
computer
networking
automatically update

routing tables,
ensuring efficient data
flow even when
network topology
changes.

DATA LINK AND
PHYSICAL LAYER
PROTOCOLS

These lower layers deal
with the physical
transmission of bits
over a medium and the
framing of data into
packets for local
delivery.

Ethernet:
The
Dominant
AN
Protocol

Ethernet is the most
widely used protocol
used in computer
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networking for local
area networks. It
defines how devices
connect to a wired
network and how data
frames are
transmitted. Ethernet
uses MAC (Media
Access Control)
addresses to identify
devices on the same
network segment. It
operates at the Data
Link layer (Layer 2)
and supports various
speeds (10 Mbps to
100 Gbps and beyond).

Wi-Fi
(IEEE
802.11):
Wireless
Networki

ng

Wi-Fi standards,
defined by IEEE
802.11, are the

wireless equivalent of
Ethernet. They use
radio waves to transmit
data and incorporate
protocols for security

(WPA3), channel
access, and error
correction. Wi-Fi is a
critical set of

protocols used in
computer
networking for mobile
devices, 10T gadgets,
and modern home
networks.

PPP and
SLIP:
Point-to-
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Point-to-Point Protocol
(PPP) is used for direct
connections between
two network nodes,
often over serial links
or dial-up connections.
It provides
authentication,
compression, and error
detection. Serial Line
Internet Protocol (SLIP)
is an older, simpler
protocol for similar
purposes. Though less
common today, PPP
was a key protocol
used in computer
networking during
the early days of the
internet.

specialized protocols
used in computer
networking have
been developed to
encrypt, authenticate,
and protect data.

TLS/SSL.:
Encryptio
n for the
Web

Transport Layer
Security (TLS) and its
predecessor Secure
Sockets Layer (SSL)
provide cryptographic
security for
communications over a

SECURITY network. They are
PROTOCOLS: most commonly used
with HTTPS but also
protect email (SMTPS),
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VPNs, and other between networks.
services. TLS uses IPsec operates at the
certificates and Network layer, making

handshake processes
to establish a secure
channel. It is arguably
the most important
security protocol
used in computer
networking today.

IPsec:
Securing
IP
Communi
cations

Internet Protocol
Security (IPsec) is a
suite of protocols that
encrypts and
authenticates IP
packets. It can be used
to create Virtual
Private Networks
(VPNs) and secure
communications

13

it transparent to
applications. It is a vital
protocol used in
computer
networking
enterprise security.

SSH:
Secure
Remote
Access

Secure Shell (SSH)
provides a secure
channel over an
unsecured network for
remote login and
command execution. It
replaces older
protocols like Telnet
and rlogin, which
transmitted data in
plaintext. SSH uses
public-key

cryptography

for

for



authentication and
encryption. System
administrators rely

heavily on SSH as a
core protocol used in
computer
networking for
managing servers.

CONCLUSION: THE
INVISIBLE
ARCHITECTURE OF
CONNECTIVITY

The protocols used
in computer
networking form an
invisible architecture
that enables the digital
world to function
smoothly. From the
moment you press
enter on a URL, a
cascade of protocols
springs into action:
DNS translates the
name, TCP ensures
reliable delivery, IP
routes packets across
continents, Ethernet or
Wi-Fi handles local
transmission, and TLS
wraps everything in

14

security. Each protocol,
whether at the
application layer or the
physical layer, plays an
indispensable role in
this orchestra of data.
Without them, the
internet as we know it
would be chaos—an
unruly mess of
incompatible devices
and garbled signals. By
understanding these
protocols, network
professionals can
design better systems,
troubleshoot issues
more effectively, and
appreciate the
profound engineering
that underpins every
click, stream, and
message. As
networking continues
to evolve with IoT, 5G,
and guantum
communications, the
fundamental
protocols used in
computer
networking will
remain the bedrock of
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global connectivity, quietly enabling the
future.
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