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HOW TO PORTFORWARD A
MINECRAFT SERVER: THE
COMPLETE GUIDE

Running your own Minecraft server is an
exciting way to play with friends, build a
community,  or  even  learn  server
administration.  You  install  the  server
software,  configure  the  world,  and
everything works perfectly on your local
network – but your friends can’t connect.
The  reason?  Your  home  router  blocks
external  traffic.  To  allow  players  from
the internet to join your Minecraft world,
you need to know how to portforward
a Minecraft server.  This  guide walks
you  th rough  eve ry  s t ep ,  f r om
u n d e r s t a n d i n g  t h e  b a s i c s  t o
troubleshooting common issues, so you
can  open  your  server  to  the  outside
world safely and effectively.

WHAT IS PORT FORWARDING
AND WHY DOES YOUR
MINECRAFT SERVER NEED IT?

Port forwarding is a technique that tells
your router to direct incoming internet
traffic  to  a  specific  device  on  your  local
network. Without it, your router acts like
a security guard that turns away anyone
knocking on the door from the internet.
When you  start  a  Minecraft  server  on
your computer, it listens for connections
on  port  25565  (the  default  Minecraft
Java Edition port). For an external player

to reach that server,  your router must
forward any requests to port 25565 to
the internal IP address of the computer
running the server.
Think  of  it  this  way:  your  public  IP
address is like a building address, and
the  port  number  is  the  apartment
number.  Port  forwarding  ensures  that
when  someone  visits  the  building  and
asks for apartment 25565, the doorman
(your router) directs them to the correct
resident (your server computer). Without
this setup, even if your server is running
perfectly, no one outside your local Wi‑Fi
can join.

PREREQUISITES BEFORE YOU
BEGIN

1. Your Minecraft
Server Must Be
Running
Make  sure  the  server  software  (Java
Edition server.jar  or  Bedrock server)  is
installed,  configured,  and  running  on
your  computer.  Test  it  locally  by
connecting  with  localhost  in  the
Minecraft client. If you can join from the
same  computer,  you’re  ready  to  port
forward.
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2. A Static
Internal IP
Address for Your

Server Machine
Your  router  ass igns  dynamic  IP
addresses to devices via DHCP. If your
server’s  internal  IP  changes  after  a
restart, your port forward rule will break.
Set  a  static  IP  address  (for  example,
192.168.1.100) on the server machine.
You  can  do  this  in  your  computer’s
network settings or, more reliably, via a
DHCP reservation on your router’s admin
panel.

3. Router Admin
Credentials
You need the username and password to
log into your router’s configuration page.
These  are  often  printed  on  the  router
itself or in the manual. Common defaults
are admin/admin  or admin/password.  If
you changed them and forgot, you may
need to reset the router.

4. Know Your
Router’s Default
Gateway (Admin
Panel Address)
On  Windows,  open  Command  Prompt
and type ipconfig. Look for the Default
Gateway  (o f ten  192.168.0.1  or

192.168.1.1). On macOS, go to System
Settings > Network > Wi‑Fi > Details >
Router. This is the address you type into
your  browser  to  access  the  router’s
admin interface.

STEP‑BY‑STEP GUIDE: HOW TO
PORTFORWARD A MINECRAFT
SERVER

The  exact  naming  and  layout  differ
between  router  brands  (TP‑Link,
Netgear,  Asus,  etc.),  but  the  general
process is the same. Follow these steps
to create a port forwarding rule for your
Minecraft server.

Step 1: Log Into
Your Router’s
Admin Panel
Open  a  web  browser  and  enter  your
router’s  default  gateway address (e.g.,
192.168.1.1).  Enter  your  admin
username and password. If you’ve never
changed them, check the sticker on the
router or look up the default credentials
for your model online.

Step 2: Find the
Port Forwarding
Section
Look  for  headings  like  Advanced,
Forwarding,  Virtual Server,  NAT,  or
Port  Mapping.  On  many  routers,  it’s
under Advanced Settings > NAT > Port
Forwarding.  On  TP‑Link  devices,  it’s
often  under  Forwarding  >  Virtual
Servers.  If  you  can’t  find it,  search  your
router’s manual for ‘port forwarding’.
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Step 3: Create a
New Port
Forwarding Rule
You’ll typically see an Add New or Create
Rule button. Fill in the fields as follows:

Service Name or Rule Name:
Enter something descriptive, like
“Minecraft Server”.
External Port / WAN Port:
25565 (or 19132 for Bedrock).
Some routers ask for a range; use
25565-25565.
Internal Port / LAN Port: 25565
(the same unless you changed the
server port).
Internal IP Address / Server IP:
The static local IP of the computer
running the server (e.g.,
192.168.1.100).
Protocol: Choose TCP/UDP or
Both. Minecraft Java Edition
primarily uses TCP, but some
servers also use UDP for query
protocols. Using both is safest.
Enable / Status: Check the box to
enable the rule.

Save the rule. The router may need to
reboot; often a simple save applies the
changes immediately.

Step 4: Verify the
Port Forwarding
Rule
To  confirm  the  rule  is  active,  use  an
on l i ne  po r t  checke r  t oo l  ( l i ke
canyouseeme.org  or  portchecker.co).

Enter  your  public  IP  address  (you can
find  it  by  searching  “what  is  my  IP”  in
Google)  and  port  25565.  If  the  tool
r epo r t s  t ha t  t he  po r t  i s  open ,
congratulations – your port forwarding is
working. If it says closed or timed out,
double‑check the rule settings and your
server’s local IP.

ESSENTIAL TROUBLESHOOTING
TIPS FOR PORT FORWARDING

Port forwarding doesn’t always work on
the first try. Here are the most common
issues and how to fix them.

Router Firewall
or Double NAT
Some  routers  have  an  additional  SPI
firewall that blocks incoming traffic even
after  port  forwarding.  Look for  a firewall
settings section and ensure that no rule
is  blocking  port  25565.  Additionally,  if
your internet connection uses a CGNAT
(Carrier‑Grade  NAT)  –  common  with
mobile  hotspots  or  some  ISPs  –  you
cannot port forward because you don’t
have  a  dedicated  public  IP.  You  may
need to request a static public IP from
your ISP or use a tunneling service.

Windows Firewall
or Antivirus
Windows  Defender  Firewall  may  block
the  Minecraft  server’s  incoming
connections. Create an inbound rule to
allow  TCP/UDP  on  port  25565.  Go  to
Windows Defender Firewall > Advanced
Settings > Inbound Rules and add a new
rule  for  Port.  Similarly,  third‑party
antivirus  software  might  block  the
server;  temporarily  disable  it  to  test.



4

4 How To Portforward A Minecraft Server 2023-12-01

Server Not
Running or
Wrong Local IP
If the port check fails, ensure your server
is actually running. Also, confirm that the
internal  IP  in  the  forwarding  rule
matches  the  static  IP  you  set  on  the
server  machine.  Use  ipconfig
(Windows) or ifconfig  (Linux/macOS)
to verify.

ISP Policies and
Dynamic IPs
Many residential ISPs use dynamic public
IP addresses, which change periodically.
Even  if  you  set  up  port  forwarding
correctly, your friends may not be able
to connect when your IP changes. Use a
Dynamic  DNS  (DDNS)  service,  like
No‑IP or DuckDNS, to assign a domain
name  (e.g.,  yourserver.ddns.net)  that
updates  automatically  when  your  IP
changes.  Most  modern  routers  have  a
built‑in DDNS client.

SECURITY CONSIDERATIONS
WHEN OPENING YOUR
MINECRAFT SERVER

Port  forwarding  exposes  your  server
(and  potentially  your  network)  to  the
public internet.  Take these precautions
to keep your server and home network
safe.

Enable the server whitelist: In
your server.properties file, set
white-list=true and add
player names in the whitelist.json
file. Only listed users can join.

Use strong admin passwords: If
you have operator (op) commands,
use a strong password via the
server console or a plugin.
Keep your server software
updated: Always use the latest
version of Minecraft server to
benefit from security patches.
Consider using a firewall on
the server itself: Block all ports
except 25565 from external
sources.
Turn off port forwarding when
not in use: If you only play
occasionally, disable the rule in
your router to reduce exposure.

ALTERNATIVES TO TRADITIONAL
PORT FORWARDING

If  you cannot  port  forward due to  ISP
restrictions,  double  NAT,  or  technical
difficulties, consider these alternatives to
host a Minecraft server accessible from
the internet.

Use a Tunneling
Service (ngrok,
playit.gg)
Services like ngrok or playit.gg create
a secure tunnel from your local server to
their cloud, giving you a public address
without any router  configuration.  Simply
download the client, point it to your local
Minecraft  server,  and  share  the
generated  URL  with  your  friends.  This
works even behind CGNAT.

Rent a Minecraft
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Server Host
For a small monthly fee, you can rent a
server  from  a  hosting  provider  (e.g.,
Apex Hosting, Shockbyte, BisectHosting).
They handle  networking,  backups,  and
uptime,  so  you  don’t  need  to  worry
about port forwarding at all.

CONCLUSION

Learning how to portforward a Minecraft
server is a valuable skill that unlocks the
full multiplayer potential of your game.
By understanding the basics – setting a
static IP, accessing your router’s admin

panel, and creating a forwarding rule for
port 25565 – you can invite friends from
anywhere in the world to explore your
creations. Even if you run into obstacles
like  firewalls,  dynamic  IPs,  or  ISP
restrictions,  troubleshooting  steps  and
alternative  services  give  you  multiple
pathways  to  success.  Always  prioritise
security by using whitelists and strong
passwords, and remember to disable the
rule when you’re not playing. With this
guide,  you  now  have  everything  you
need to open your Minecraft  server to
the  wor ld  and  en joy  count less
adventures  together.


